ContentKeeper Secure Cloud Gateway
Secure Access, Threat Prevention, Visibility and Control
KEY FEATURES:
Multi-Layered Cyber Defense
Advanced Threat Prevention
Comprehensive Web Filtering
SSL Intelligence and Controls
Web Reporting and Analytics
Flexible Deployment Options

MAIN BENEFITS:

Innovative Cloud Security for the Modern Enterprise
ContentKeeper Cloud provides a multi-layered cloud security platform for today’s distributed
organization without the complexity and costs of on-premises deployments. Its scalable cloud
security services, real-time monitoring capabilities, and advanced analytics protect digital assets and
users, regardless of location, against external and internal threats. CK Cloud integrates the following
into an unrivaled cloud SASE and Zero-Trust Platform with:






Cross-platform mobile intelligence
High-performance SSL decryption, reporting, and controls
Comprehensive user identification and role-based policy management
Anti-malware predictive file analysis, remote browser isolation, and cloud sandboxing
Real-time visibility, analytics, and intelligent dashboards

SASE Cloud Security Architecture
ZTNA Access Controls
Lower TCO
Policy Compliance
Reduced Legal Risk
Forensic Security Awareness

Advanced Threat Protection
ContentKeeper Cloud consolidates networking and Security-as-a-Service capabilities into a cloudbased SASE model with Zero Trust for superior advanced threat protection and access controls.
Web Filtering – Ensures compliance and protection against rogue applications, malware,
inappropriate websites, and more across your workforce, regardless of location.
Streaming Malware Defense – Provides a high-performance, signature-based anti-virus gateway
with real-time streaming packet inspection.
Predictive Malware Blocking (Powered by Cylance) – Uses artificial intelligent and machine learning to
predict, identify, and prevent unknown and advanced malware attacks.
Remote Browser Isolation (Powered by Ericom) – Neutralizes advanced malware hidden in active web
content by rendering suspicious websites in remote isolated containers, sending only safe interactive
media streams to user devices.
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Cloud Sandbox – Leverages a virtualized test computer environment to safely analyze suspicious
files. Reverse engineers the executable to produce detailed forensic level reporting on its activity.
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Intelligent SSL Decryption and Controls
Reliably inspect SSL traffic, on or off network, across all platforms, devices, and web browsers.
Intelligent SSL decryption provides real-time visibility and control of encrypted traffic to ensure
policy-based filtering, compliance, and malware defense. Selective decryption ensures proper
domain management including the ability to exclude encrypted user traffic from trusted financial
or healthcare sites.

Enterprise-Class Reporting and Analytics
ContentKeeper provides comprehensive forensic-level reporting and real-time analysis of web
traffic, user activity, and malware threats. Intelligent dashboards provide in-depth analytics at-aglance to maintain a proactive security strategy. Online threat monitoring, contextual analysis and
alerting help prevent potential individual or organization-wide threats such as harassment,
shootings or other malicious activities. Easily schedule and share pre-formatted and fully
customized reports with just one click.

Flexible Deployment Options
Whether you choose 100% cloud, hybrid, or on-prem, our seamless deployments won’t interrupt
operations and provide expansive scalability on demand. We’ll work with you to transition from
on-prem, private appliances to a cloud-native SASE architecture for unmatched protection across
your enterprise. VMs supported across AWS, Azure, Google, and virtual private servers (VPS).
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