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ContentKeeper Mail

Powerful, flexible, simple.

DATASHEET

ContentKeeper Malil is an in-the-cloud email security service that resides outside your network. It requires no additional
hardware, software, or personnel resources to manage daily email security operations.

Unwanted email currently accounts for
INCOMING EMAIL Y

between 60-90% of daily Internet traffic.
The sheer volume of unwelcome mail
in an overwhelming drain on time, effort
and resources. CK-Mail delivers:

. Dynamic virus and spam filters to
protect against 99% of email spam
and 100% of known viruses.

. Content filtering and data archiving
capabilities to prevent data loss

and help fulfil compliance and data
l l l l storage requirements.
Data Logs & Quarantine
: . No costly hardware or
equipment maintenance fees,
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and quick and easy setup and
Web Access ' dellvered to your \ .
L organization installation.

Proactive Protection

Spam, Phishing & Virus Protection—preventative measures.

ContentKeeper Mail effectively eliminates over 98% of spam email with less than 1 in 300,000 false positives. With 6
levels of Spam Control, 5 best of breed identity-based antivirus engines, constantly updated spam and virus definitions,
and zero-hour and heuristic virus filters, your organization will be thoroughly protected from spam, phishing attempts
and malicious content such as viruses.
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Key Features

Security.

. Anti-Virus

. Anti-spam

. Anti-phishing

. Encryption

. Content Control
. Image Filtering

Effective and Reliable.

Protects against 99% of spam and 100% of

known viruses.

Cost Effective.

. No hardware or software installation or

maintenance

. Predictable, low risk operating costs.

Fast, easy implementation.
. Fast, low-risk deployment
. No user disruption

. Deployment usually completed within

1-4 days.

Save time and resources.
. Integrated suite of email protection

management and compliance services.

. No training or in-house expertise
required.

Real-time Reporting.

. On-demand, customizable reports
demonstrate effectiveness and ROI

. Query anytime

. Web-based administration panel
and summary dashboard offers total
visibility, control and flexibility

ContentKeeper Technologies

Asia Pacific (Global Headquarters)
Canberra, ACT, Australia

tel +61 (2) 6261 4950

Fax +61 (2) 6257 9801

EMEA: Crowthorne, UK.

Ph. +44 (0) 1344 752 740

North America: Campbell, CA USA.
Ph. +1-408-333-9880

Hong Kong:

Ph. +852-6382-6565

Thailand: Bangkok, Thailand.

Ph. +66-2266-6548

Vietnam: Hanoi, Vietnam.

Ph. +84-4-936-8088

Need more information? Email
info@contentkeeper.com

or visit
www.contentkeeper.com
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Business Continuity

Most Business Continuity solutions only activate when a disaster occurs.

ContentKeeper Mail ensures that off-site resources are constantly active during normal

operation as well as when a fault occurs. It includes:

. 28 days of inbound and outbound email from secure, mirrored data stores
available to end users via webmail.

. This allows users to send and receive email from any browser worldwide,
ensuring important communication is not lost during a crisis
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Archiving

A core element of any Business Continuity solution is Archiving. Archiving enables
you to securely capture, store and index all inbound and outbound email traffic in
real-time. Once captured, these emails are stored in duplicate and geographically
disparate locations, protecting data against physical loss and corruption.

Image Protection

Employers have a professional obligation to minimize employee exposure to
distasteful and offensive images coming to their inbox. ContentKeeper Mail includes
a filter that scans images and converts their dataflow (shape, colour, texture etc.)

to a digital signature which is then compared against known pornographic images
and blocked if they are found to be similar. The email may then be either deleted or

quarantined.
Image Analysis
and Classification
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Encryption

Email is a vital, but insecure, method of communication. Data is most vulnerable
while it is in transit . CK-Mail's Managed Encryption Service provides open stan-
dard encryption using Transport Layer Security (TLS), a transparent mechanism
for encrypting data on a peer-to-peer basis, such as between messaging servers.
ContentKeeper also offers desk-to-desk encryption via public and private keys for
added security.

Download a free trial of ContentKeeper Mail at www.contentkeeper.com/downloads
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