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Keeper Monitor
Getting Started Guide

(version 2.1)

This document is intended to help you get started using ContentKeeper Monitor.
For more detailed information, please see the ContentKeeper Monitor User Guide
or online help.

Please send all issues or queries to ContentKeeper Support at
armsupport@contentkeeper.com.
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All rights reserved. No part of this document may be photocopied, reproduced, stored in
a retrieval system, or transmitted in any form or by any means, whether electronic,
mechanical or otherwise, without the prior written permission of ContentKeeper
Technologies Ltd.

No warranty of accuracy is given concerning the contents of the information contained in
this publication. To the extent permitted by law no liability (including liability to any
person by reason of negligence) will be accepted by ContentKeeper Technologies Ltd, its
subsidiaries or employees for any direct or indirect loss or damage caused by omissions
from or inaccuracies in this document.

ContentKeeper Pty Ltd reserves the right to change details in this publication without
notice.

Windows is a trademark and Microsoft, MS-DOS, and Windows NT are registered
trademarks of Microsoft Corporation. Other product and company names herein may be
the trademarks of their respective owners.

The Keeper Monitor has been created and licensed to ContentKeeper Technologies Pty Ltd
by WebSpy Ltd.
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© WebSpy Ltd. 2001 - 2004
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Overview of ContentKeeper Monitor

ContentKeeper Monitor monitors your ContentKeeper log files using Syslog to
provide a real-time picture of what people using your network are doing.
Monitor enables you to:

Find out as soon as unacceptable Internet

Configure the types of activity you want to be alerted to

Identify the users that are browsing at any time

Discover users who spend too long browsing, while they are still browsing
Identify users that are downloading or sending large or unacceptable files
Find out what your users are doing and the sites they are visiting

Attend to Internet misuse when it happens

You can configure Monitor so that an alert is generated whenever one of your
users browses in a way that you consider inappropriate. You can specify exactly
what is inappropriate for your organization using as many triggers as necessary.
See Adding Triggers on page 6.

There are three main parts to Monitor:

e Monitor Status
Monitor Status is a small, unobtrusive dialog that lists all current alerts, as
well as all active and idle users of your network. You can access Monitor
Status by clicking the Monitor icon in your system tray. It is this dialog you
use most frequently to monitor your network and Internet traffic.

e Monitor Configuration
Monitor Configuration is where you configure the way Monitor behaves and
operates. Using this dialog, you can choose the logs to monitor, when to
produce alerts, configure profiles to categorize types of browsing, and define
aliases to represent information more meaningfully.

e Monitor Summary
Monitor Summary collates information about the Internet activity of all users
being monitored. Using Monitor Summary, you can browse all network
activity, categorized by user and user sessions.

Your ContentKeeper appliance creates log files as well as develops a continual
Syslog data stream that contain information about Internet and network traffic
(hits). Monitor monitors this data stream and imports new hits. If these hits
match any of your configured triggers, an alert is raised and displayed in Monitor
Status. Monitor may support log formats of other servers on your network,
please contact armsupport@contentkeeper.com for further information.

Information captured by Monitor is kept for 24 hours before it is deleted. You
can change this time in Tools | Options | General, by specifying a different
figure for the ‘Purge data older than’ option. Monitor displays this information
even if you close and reopen the application.

When you open Monitor, your log files are checked for new browsing since
Monitor was shut down. It may take a short while for Monitor to catch up to
the present time, depending on how long ago Monitor was shut down, and the
amount of browsing that has occurred since.
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New in Monitor 2.1

When Monitor 2.1 is installed on Microsoft Windows© XP or 2000, user files are
stored in My Documents, and all settings files are saved separately for each
user.

Monitor 2.1 features the ability to send an IP address in Monitor Status to a third
party application, such as a remote desktop application, using the ‘Extensions’
functionality in Tools | Options.

Before you start...

ContentKeeper Monitor can be installed on any computer on your network
that is running Windows® 95, or above. Monitor runs best on a computer using
Windows® 2000 or XP with at least 64 MB of RAM and a 200 MHz or faster
processor. Naturally, the more users you have, and the more active they are,
the more memory and CPU resources Monitor will use.

If your ContentKeeper log files or Syslog data stream is stored on a network
drive, the user of Monitor must have permission to access them and will need
to know the format of these log files. If you don’t know the format, send a
sample of the log file to ContentKeeper Support
armsupport@contentkeeper.com.

Installing and Uninstalling Monitor

If you downloaded ContentKeeper Monitor from the ContentKeeper web site,
double-click the downloaded zip file, and extract its contents to a location on
your hard drive (you will need WinZip to open the zip file, which can be
downloaded from www.winzip.com). Then run Monitor21l.exe and follow the
onscreen instructions to install Monitor.

If you are installing Monitor from a ContentKeeper CD, insert the CD into your
computer’s CD drive and follow the onscreen instructions.

To uninstall Monitor use Add/Remove Programs in your computer’s Control
Panel. You also need to delete any folders remaining in the location where
Monitor was installed.
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iIng Started

The first time you open Monitor, Monitor Configuration and Monitor Status is
displayed. A black alert flashes in Monitor Status indicating there is an input
issue because no inputs are yet configured.

Follow these steps to start using Monitor:

1. Add your inputs. This step configures Monitor to monitor the location that
contains your log files (see Adding Inputs on page 4).

2. Click the Monitor icon in your system tray to display Monitor Status. Active
and idle users are displayed in Monitor Status along with any alerts that are
triggered.

3. When an alert is triggered, double-click the alert to view its details in the
Alert Details dialog. Use the buttons on the Alert Details dialog to dismiss
the alert or email its details to a user (see Using Triggers, Alerts and Monitor
Status on page 5).

4. Use Monitor Summary to get an overview of the Internet and email activity of
all users (see Using Monitor Summary on page 6).

To use Monitor more effectively, you can:

e Create new triggers to alert you to specific Internet or network usage (see
Adding Triggers on page 6)

e Create and refine aliases to represent users, site names, file extensions, and
departments (see About Aliases on page 7)

e Create and refine profiles to categorize Internet and network activity more
effectively (see About Profiles on page 7)

Customize Monitor Options to change the way Monitor behaves, how data is
displayed and where it is saved.

ing Inputs

ContentKeeper Monitor uses inputs to import data from your log files. When
creating inputs, you can specify folders of log files that you want to monitor, and
define filters to prevent certain information from being monitored.

To add an input:

1. Open Monitor Configuration by right-clicking the Monitor icon in your
computer’s system tray and selecting

‘Configuration’ from the menu.
older . .
i Select the folder and which files to monitor. % 2. Open |npUtS by Clle'ng the |npUtS

Sidebar icon or selecting Views | Inputs
from the main menu.

VserverysentineMoghies 3. Click the Add new input link in the

Search through subfolders.

Inputs task pad to launch the Input
Wizard. This wizard guides you through
the process of choosing the location of the
log files you want to monitor, and their

= format.

<8k | nee- | [ e ]| FOr more information on adding inputs, please

see the online help or user guide.

Figure 1: Folder page of the Input Wizard
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